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CBefeHHuA o cucTeme

Bce napameTpbl CBeAeHMA O cucTeme

MPUNOXEHWA MO YMONM. ..

CMeHHble HocuTenu
MNpasoBas uHdopmMaLus

ubuntu 16.04 LTS

HasBaHue ycTpoicTea | ub16042

Mamatb 973,0 Mub
Mpoueccop intel® core™ i3-3110M CPU @ 2.40GHz
rpadmka Gallium 0.4 on SVGA3D; build: RELEASE; LLVM;
Tun OC 64-paspsaHas
Auck 19,9T6

lpoBepKa Ha Hanuyme obHoBAEHUNA
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€ Kpuntollpo | KpunT... %

€ | ® A | https://www.cryptopro.ru/products/csp/downloads#latest_csp40r2 E1| @ ||Q Mouck
Kpuntollpo CSP 4.0 R2 alexan

Mon npa
CeprtuchuumposanHan sepcus Kpuntollpo CSP 4.0.9842 (Riemann) ot 15.11.2016. F
Mow zarj

Ceprudpukatel cooTseTcTeua: C®/114-2863, CD/124-2864 ot "20" mapta 2016 1. BbiATH

[LencTeutensHs 4o "31" gekabps 2018 1.

Moanu
M3BeleHua ob usmexeHusax: XKTHN.00087-01.1-2016, XKTHAN.00088-01.1-2016. » f:j He
= fj b1

BHuMmaHue:
T

» Bce gucTpubyTuBbI NOANUCAHBI LM POBOIA NOANUCHID - €€ MOXHO NPOBEPUTL C NOMOLLbHD
0BHOBAEHHOM YTUNUTLI Cpverify, KoMaxab! ANA NPOBEpPKY
ot h * X tm "y ¥ h "t ’E co” 590" Y'del® mtthm":’x@)tc’) ~e

KpunTolpo | KpunTtollpo CSP - 3arpyska ¢aunnos - Mozilla Firefox

©- Kpuntolpo | Kpunt... %

€ ® ttps://www.cryptopro.ru/products/csp/downloads#latest_csp40r2 EJ1| @ ||Q rouck w B8
Ansa Linux:

* Kpuntollpo CSP 4.0 ana Linux (x86. rpm)

KoHTponeHas cymma

6910D05084026EFFC637

KoHTponbHas cymma
rocT: 88540306A1BO

61F4CA367E4A2ABGB347E

» Kpuntolpo CSP 4.0 ana Linux (x64. rpm)

KoHTponbHasa cymma

9650EADBA457D94DB41CF4A24A
4dffcd469

833ECB727A610C15475

ana Linux (x64. deb)

» Kpuntofipo CSP 4.0

KoHTponbHasa cymma
rocT: CBF
MD5: 079

6C456477425CEO6FB8DBFBCB7BFCCODO6AD
46a
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KpunTtofllpo | Kpuntollpo 3LMN Browser plug-in - Mozilla Firefox
e Kpuntollpo | Kpunt... %
€ ® @ | https:/ w.cryptopro.ru/ cts/cades/plug E1| & ||Q nouck

) KPUOTOMPO KpI/IHTOHpO
Y

Knioueeoe CMoBo B 3aLLUUTe U HODopMayumn

O komnaHuu - Yenyrn MapTHEpbI

nasnan > MpogyKTb

Kpuntollpo 31 Browser plug-in

Mogaepxka | MpuobpeteHue

Kpuntolpo 3LN Browser plug-in npegHasHayeH 418 CO34aHWA 1 NPOBEPKU 3/1EKTPOHHOM Nognucu

(3M) Ha Beb-cTpaHuuax ¢ ucnonb3oeaxuem CK3W "Kpuntoflipo CSP".

@

Beb- 6pay3e;ﬁ\

O

KPMI'ITO

o JUI Browser plug-in

J

- &

@=riro CSP

@- ' freeBSD OnepauunoHHas cuctema )

Kpuntolpo 3LiMN Browser plug-in Nerko BCTPauBaeTCs 1 NPUMEHUM B 1H060M 13 COBPEMEHHBIX

Gpay3epoB ¢ NoggepXKoit cueHapues JavasScript:

» Internet Explorer;
= Mozilla Firefox;
» Opera;

= Google Chrome;

» AHnexkc Bnavaen:

3arpyska |

Kynu

alexa
Mo#n ny
Mow 3&

BuiiTn

Moan
>\
» BN
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KpunTollpo | KpunTtollpo 31N Browser plug-in - Mozilla Firefox

©- Kpuntollpo | KpunT... X

o a WL
U 1ILL

/[www .cryptopro.ru/products/c El| ¢ | |Q Mowck

—

= pelsaiTca 3agaqun:

. p » [0Ka3aTenbCTBO MOMEHTA MOoANUCH AOKYMEHTa U AeNCTBUTENbHOCTH cepTudukara Knua

NOANUCK HA 3TOT MOMEHT;
B * OTCyTCTBUE HEeOOXOgUMOCTH CeTeBbIX (OHNAlH) obpalleHuid Npu NPoBEpKe NOAMUCY;
* apXUBHOE XpaHEeHWe 3/1eKTPOHHLIX AOKYMEHTOB.
7 Co3zgaHue 1 nposepka MoAnuck NPOUCXOAAT Ha CTOPOHE nonb3osarens. MNpu co3gaHun NogNuCK ¢
, nomouyeio Kpuntolpo 3L Browser plug-in, 31eKTpoHHas noAgnuck MoxeT Bbitb Nubo gobasneHa K
NOAMUCHIBAEMbIM AaHHLIM (NpucoeauHeHHan 3MM), nubo cozgaHa oTAensHo (oTgenexHasn 3rM).

. Kpuntolpo 3LM Browser plug-in pacnpocrpaHsieTca 6ecnniartHo (IMueH3NoHHoe cornaliedune).
.

ViD

V-

Ha Halem caifTe JOCTynHa gemo-cTpaHuua Ana npobHoit paboTtel ¢ Kpuntollpo 3LIM Browser plug-in.

Ckauatb akTyanbHy Bepcuo Kpuntollpo SLIM Browser plug-in:

» Bepcus 2.0 ang nons3oBatenen (aBTOMaTW—IE‘CKaH 3arpyska sepcuu nnaruHa,

cooTeeTcTByOULel Baweit OC)
* AKTyanbHas, passuBalliancA BEPCUs, HAX0AUTCA B NpoLecce CepTutinkaLui.
= Moppepxusaet paboty ¢ anroputmamu MOCT P 34.10/11-2012 (Npu UCNONL30BAHUKA

¢ Kpuntolipo CSP 4.0 u Bbile).

= fina Microsoft Windows coemecTuma ¢ Kpuntollpo CSP sepcuu 3.6 R4 u Bhile,
ana apyrux OC — ¢ Kpuntolpo CSP sepcuu 4.0 1 Bbilue.

» KomnoweHTbl Kpuntolipo TSP Client 2.0 u Kpuntollpo OCSP Client 2.0, Bxogsuiue B
[aHHYH BEPCUID, He NPUHUMAIOT SIULEH3NIO OT Bepcuid 1.X.

* MunumanbHasa nogaepxusaeman sepcus Microsoft Windows — Windows XP.

» Bepcua 1.5 ans nonb3opate/iel (aBTomaruyeckan 3arpyska Bepcum nnaruHa,

cooTBeTcTBylOUlel Baweit OC)
* B pamkax gaHHOI BEPCUM OCYLLECTBNAETCA TONLKO UCpaBaeHue oWwnboK,
pasBsuTUe He OCYLLecTBNAETCA.
» He noanepxwueaet paboty ¢ anroputmamu FOCT P 34.10/11-2012.
» [ns Microsoft Windows coemectuma ¢ Kpuntollpo CSP sepcuu 3.6 R2 u Bbile,

ana apyrux OC — ¢ Kpuntolipo CSP Bepcuu 3.9 U Bbille.
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@ 2 root@ub16042: ~

user@ub16042:~$ sudo -s
[sudo] naponb ansa user:
root@ub16042:~# apt-get install pcscd opensc alienfj

root@ub16042:~# apt-get install pcscd opensc alien
YTeHMe cnMCKoOB nakeTos.. [0TOBO
MocTpoeHue pgepeBa 33aBMCUMOCTEN
YTeHue MHOOPMALMKM O COCTOAHMM.. [0TOBO
ByayT YCT3HOBJIEHb CAeAyWuue AONO/HMTE/bHbie MaKeThl:

autotools-dev debhelper debugedit dh-strip-nondeterminism libccid

libfile-stripnondeterminism-perl libmail-sendmail-perl librpm3 librpmbuild3

librpmio3 librpmsign3 libsys-hostname-long-perl opensc-pkcsil po-debconf rpm

rpm-common rpm2cpio

Mpeanaraemble MakeTh:

dh-make rpm-118n libmail-box-perl elfutils rpmlint rpm2html
HOBbIE nmakeTbi, KOoTOpbie OBYyAYyT YCT3HOB/EHbI:

alien autotools-dev debhelper debugedit dh-strip-nondeterminism libccid

libfile-stripnondeterminism-perl libmail-sendmail-perl librpm3 librpmbuild3

librpmio3 librpmsign3 libsys-hostname-long-perl opensc opensc-pkcsil pcscd

po-debconf rpm rpm-common rpm2cpio
obHOBNEHO O, YCTAHOBNEHO 20 HOBbIX MAKeTOB, ANA YA3ANEHUA OTMEe4YeHO O nakeToB, M 44

nakeTos He obHOBAEHO.
HeobxoamMmMo ckayaTb 2 636 kb apxuBoB.
Mocne paHHOW onepauun, o6bEM 33HATOro AMCKOBOIro NMPOCTPAHCTBA BO3PacTET Ha 7 867
kB.
XoTute npopgonxutb? [A/H] y
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user@ub16042:~/3arpyzkus [J

user@ub16042: ~/3arpy3ku

linux-amd64_deb/lsb-cprocsp-kc1l-64 4.0.0-4_amd64.deb
linux-amd64_deb/cprocsp-stunnel-64_4.0.0-4_amd64.deb
linux-amd64_deb/cprocsp-cpopenssl-gost-64 4.0.0-4_amd64.deb
linux-amd64 deb/lsb-cprocsp-base 4.0.0-4 all.deb
linux-amd64_deb/cprocsp-drv-64-dummy 4.0.0-4 _amd64.deb

Ilinux-amd64 deb/cprocsp-rdr-novacard-64 4.0.0-4 amd64.deb

linux-amd64_deb/lsb-cprocsp-rdr-accord-64 4.0.0-4_amd64.deb
linux-amd64_deb/cprocsp-curl-64_4.0.0-4 amd64.deb
linux-amd64_deb/cprocsp-rdr-pcsc-64 4.0.0-4_amd64.deb
linux-amd64_deb/lsb-cprocsp-capilite-64 4.0.0-4_amd64.deb
linux-amd64_deb/lsb-cprocsp-pkcs11-64 4.0.0-4 _amd64.deb
linux-amd64_deb/cprocsp-rdr-emv-64 4.0.0-4_amd64.deb
linux-amd64_deb/cprocsp-rdr-gqui-gtk-64 4.0.0-4_amd64.deb
linux-amd64_deb/cprocsp-rdr-rutoken-64 4.0.0-4_amd64.deb

Q
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__hinstall.sh

. @O @ user@ub16042: ~/3arpysku/linux-amd64_deb
user@ub16042:~/3arpysku$ cd linux-amd64_deb/
user@ub16042:~/3arpysku/linux-amd64_deb$ sudo ./install.sh
[sudo] naponb gna user:

G

user@ub16042: ~/3arpysku/linux-amd64_deb

user@ub16042:~/3arpy3ku/linux-amd64_deb$ sudo ./install.sh
[sudo] naponb ans user:
Warning: lsb-core package not installed - installing cprocsp-compat-debian.
If you prefer to install system lsb-core package then
* uninstall CryptoPro CSP
* install lsb-core manually
* install CryptoPro CSP again
Bulbop paHee He BbibpaHHOro naketa cprocsp-compat-debian.
(YteHune 6a3bl AAHHBIX .. H3 A3HHLIA MOMEHT YCTaHOB/AEeHO 211876 (¢aWnoB M KaTaNoros.
MoaroToBKa K pacnakoBke cprocsp-compat-debian_1.0.0-1_all.deb ..
PacnakoBbiBaeTca cprocsp-compat-debian (1.0.0-1) ..
HacTpauBaeTca nakeT cprocsp-compat-debian (1.0.0-1) ..
Installing lsb-cprocsp-base_4.0.0-4_all.deb...
Buibop paHee He BbibpaHHoro naketa lsb-cprocsp-base.
(YTeHme 6a3bl AaHHBIX .. H3 [AHHbIW MOMEHT YCTaHOBNEHO 211876 $aWnoB M KaTanoros.
MoaroTtoBkKa K pacnakosBke lsb-cprocsp-base 4.0.0-4 all.deb ..
PacnakosbiBaeTca lsb-cprocsp-base (4.0.0-4) ..
HacTtpauBaetca naket lsb-cprocsp-base (4.0.0-4) ..
O6bpabaTtwBawTca Tpurrepsl ana systemd (229-4ubuntuil6) ..
O6pabaTeiBawTCcA Tpurrepsl Ana ureadahead (0.100.0-19) ..
Installing lsb-cprocsp-rdr-64...
Boibop paHee He BbibpaHHOro naketa lsb-cprocsp-rdr-64.
(YTeHme 6a3bl AaHHBIX .. Ha [AHHbIW MOMEHT YCTAaHOBNEHO 212095 $ainoB M KAaTanoros.
MoaroToBka K pacnakoske lsb-cprocsp-rdr-64_4.0.0-4_amd64.deb ..
PacnakosbiBaeTca lsb-cprocsp-rdr-64 (4.0.0-4) ..
HacTtpauBaetca naket lsb-cprocsp-rdr-64 (4.0.0-4) ..
Adding new reader:
Nick name: FLASH
Name device: FLASH
Succeeded, code:0x0
Installing lsb-cprocsp-capilite-64...
iBbibop paHee He BbbpaHHOro naketa lsb-cprocsp-capilite-64.
:(YTeHne 6a3bl AAHHBLIX .. HA [aHHbI MOMEHT YyCTaHoBNeHO 212134 ¢aina u KaTanora.)
NMoaroToBKa K pacnakosBke Llsb-cprocsp-capilite-64_4.0.0-4_amd64.deb ..
PacnakoBwiBaeTcAa Llsb-cprocsp-capilite-64 (4.0.0-4) ..
HacTpauBaetca nakeT Llsb-cprocsp-capilite-64 (4.0.0-4) ..
Installing lsb-cprocsp-kci-64...
"Bui6op paHee He BubpaHHoro naketa lsb-cprocsp-kci-64.
(YTeHme 6a3bl A3HHLIX .. H3 [JAHHbIW MOMEHT YCTaHOBNEHO 212168 $ainoB M KaTanoros.
MoagroTtoBKa K pacnakosBke lsb-cprocsp-kc1-64_4.0.0-4_amd64.deb ..
PacnakosbiBaeTca Llsb-cprocsp-kc1-64 (4.0.0-4) ..
HacTpauBaetca nakeT lsb-cprocsp-kc1-64 (4.0.0-4) ..
Installing cprocsp-curl-64...
Boibop paHee He BbOpaHHOro naketa cprocsp-curl-64.
(YTeHne 6a3bi JaHHBIX .. Ha [aHHbI MOMEHT YCTaHOBNEHO 212178 $ainoB M KaTanoros.
MoAroToBKa K pacnakoBke cprocsp-curl-64_4.0.0-4_amd64.deb ..
PacnakoBbiBaeTca cprocsp-curl-64 (4.0.0-4) ..
HacTpauBaeTca nakeT cprocsp-curl-64 (4.0.0-4) ..
user@ub16042:~/3arpysku/linux-amd64_debs [J

-

o
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x t o (cproesprdr-rutoken-64_4.0.04_amd64.deb_ ifd-rutokens 1.0.1 amd64.deb).
om’\ZComh< ahéncha*x't"\ua.xmt‘"eo"_x JaCartax Y
(cprocsprdr-jacart&S 6.1-3.6.4071.x86_64.rpm

[

user@ub16042: ~/3arpysku/linux-amdé64_deb

user@ub16042:~/3arpysku/linux-amd64_deb$ sudo dpkg -1 cprocsp-rdr-pcsc-64 4.0.0-
4 _amd64.deb cprocsp-rdr-rutoken-64 4.0.0-4_amd64.deb ifd-rutokens_1.0.1_amd64.de
b
7[sudo] napoab AnA user:
Buibop paHee He BbLOpaHHOro makeTa cprocsp-rdr-pcsc-64.
(YTenne 6a3bl JaHHLIX .. HA [aHHbIF MOMEHT YCTaHOBAEeHO 212187 ¢alnoB M KaTasoros.)
MoaroToBKa K pacnakoBke cprocsp-rdr-pcsc-64 4.0.0-4_amd64.deb ..
PacnakoBbiBaeTcsA cprocsp-rdr-pcsc-64 (4.0.0-4) ..
Boibop paHee He BbibpaHHOro naketa cprocsp-rdr-rutoken-64.
MoaroToBKa K pacnakoBke cprocsp-rdr-rutoken-64 _4.0.0-4_amd64.deb ..
PacnakoBuiBaeTca cprocsp-rdr-rutoken-64 (4.0.0-4) ..
Beibop paHee He BubpaHHoro naketa ifd-rutokens.
MoaroToBka k pacnakosBke ifd-rutokens_1.0.1_amd64.deb ..
PacnakosbBaetca ifd-rutokens (1.0.1) ..
HacTpauBaeTcA nakeT cprocsp-rdr-pcsc-64 (4.0.0-4) ..
Jusr/lib/pcsc
device with same VID:PID "072F:90CC" already exists
device with same VID:PID "072F:1204" already exists
device with same VID:PID "072F:8201" already exists
device with same VID:PID "072F:8202" already exists
device with same VID:PID "072F:90DB" already exists
device with same VID:PID "0A89:0025" already exists
device with same VID:PID "0A89:0030" already exists
device with same VID:PID "0A89:0080" already exists
device with same VID:PID "0A89:0081" already exists
device with same VID:PID "0A89:0060" already exists
device with same VID:PID "24dc:0102" already exists
HacTpauBaeTca nakeT cprocsp-rdr-rutoken-64 (4.0.0-4) ..
HacTpausaeTtca naket ifd-rutokens (1.0.1) ..
user@ubi6042:~/3arpysku/Llinux-amd64_deb$ sudo alien -kci ~/Paboumit\ crton/cprocs
p-rdr-jacarta-3.6.1-3.6.407-1.x86_64.rpm
dpkg --no-force-overwrite -i cprocsp-rdr-jacarta-3.6.1 3.6.407-1_amd64.d
L .eb
EBbibop paHee He BbiOpaHHOro nakerta cprocsp-rdr-jacarta-3.6.1.
B (YTeHne 6a3bl JAHHLIX .. H3 [aHHbII MOMEHT YCTaHOBAEeHO 212222 ¢aWna M Kartanora.)
MoaroToBKa K pacnakoBke cprocsp-rdr-jacarta-3.6.1 3.6.407-1_amd64.deb ..
#:PacnakoBbiBaeTca cprocsp-rdr-jacarta-3.6.1 (3.6.407-1) ..
jHacTpauBaeTca nakeT cprocsp-rdr-jacarta-3.6.1 (3.6.407-1) ..
ichcon: HeBepHbil KOHTEKCT: «system u:object r:textrel_shlib_t:s@»: HeT Takoro ¢a#
Na WAKM KaTanora
searching for Info.plist to update...
updating /usr/lib/pcsc/drivers/ifd-ccid.bundle/Contents/Info.plist
updating /usr/lib/pcsc/drivers/ifd-ccid.bundle/Contents/Info.plist
checking updated /Jusr/lib/pcsc/drivers/ifd-ccid.bundle/Contents/Info.plist
O6pabaTtmiBawTcAa Tpurreps ana libc-bin (2.23-0ubuntu5) ..
user@ub16042:~/3arpysku/linux-amdé64_deb$ |
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